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The Chairman
PCSIR, ISLAMABAD

The Chairman
CWHR, KARACHI

The Rector
NUTECH, ISI-AMABAD

No. 1 4('l 2)/201 6-Coord-Misc
Government of Pakistan

Ministry of Science and Technology

The Chairman
PSF, ISLAMABAD

The Chairman
PEC, ISLAMABAD

The Rector
COMSATS University
ISLAMABAD

11 . The Director General
PSQCA, KARACHI

14. The Director General
PHA, ISLAMABAD

lslamabad, the 166 May, 2025

The Chairman
PCST, ISI-AMABAD

The Rector
NUST, ISWAEAD

The Director General
NrE, !S@BO
The Director General
PCRET, ISLAMABAD

The Director General
NMIP, ISLAMABAD

10. The Director General
PNAC, ISLAMABAD

't 3. The Director General
Nro, @Q!l

16. The Managing Director
STEDEC, LAHORE
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Subjecl: URGENT CYBERSECURITY GUIDE LINES SOCIAL MEDIA ACCOUNT
MANAGEMENT

Enclosed please find herewith a NCERT letter No.1-1l2025lDG (NCERT/241

dated 15h May, on the subject cited above. The content of the letter i S reproduced under for

strict compliance, please.

ln the light of the prevailing security situation, all ministries and their attached
departments are hereby advised to implement following measures forthwith to
secure their official social media accounts: -
a. Reset Passwords: All official social media acrount passwords be reset,

replacing with strong and secure credentials. Furthermore Two-Factor
Authentication (2FA) be enabled with official accounts to further strengthen
security.

b. Use of fficial Email Accounts: Only official, designated email addresses
should be used for registering and operating official social media handles.

c. Use of Personal SlMs/Emails: The practice of using personal SIM cards or
personal email addresses for official social media accounts is discouraged
and should be discontinued instantly. lnstead, use of corporate SlMs and
official designated email addresses exclusively for their intended purposes is
recommended.

2. Adherence to these security measures by all will strengthen our security
posture and help to mitigate cyber security risks.

Encl: gg3@
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35- Secretary Kashmir Affair,Gilgit Baltistan & SAFRON, MOKAGB, lslamabad
37- Secretary LAW & Justice, MOLJ, lslamabad
38- Secretary NTISB, CAB, lslamabad
39- Secretary Planning, PC, lslamabad
40- Secretary Railway Board, MOR, lslamabad
41- Secretary Revenue DivlChairman FBR, FBR, lslamabad
42- Secretary Science and Technology, MOST, lslamabad
43- Secretary of lnterior, MOl, lslamabad

SUBJECT: URGENT CYBERSECURITY GUIDLINES SOCIAI MEDIA ACCOUNT MANAGEMENT

ln the light of the prevailing security situation, all ministries and their attached
departments are hereby advised to implement following measures forthwith to secure their official
social media accounts: -

a. Reset Passwords: All official social media account passwords be reset, replacing with
strong and secure credentials. Furthermore Two-Factor Authentication (2FA) be enabled with official
accounts to further strengthen security.
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