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o9, Indian origin Advance Pptsistence Threat (APT) SideWjider launched a phishing capfsaign
to target individuals almzi’éyad at public sector orgcga;‘izations including NTC/ MoEa " throug
impersonated / fakeba“!%FA domain. Following fakefomains has been registered bfb%feat Actor
: ¢
(TA) for luring er%ylg’yeem necessitating immediat# blocking/ flagging by PTA on Email servers,
Firewalls, 'Engzﬁ"’oint and Security & Info Evefit Management (SIEM) solut[gns:-
A ?
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) S gl LT o e Dnmams. Organizations | Files/IPs; |’
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g b, https:ffwebmg’iﬁﬁlofa-gov-pk![.]zeabur[.]appl ‘»4,"" MoFA sub domain b,a,"v
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2. In this conne%ﬂﬂtﬁ, Cybersecurity Advisory isfwd herewith as per Annexure &’ to alert NTC
&
and MoFA regagtﬁg the phishing campaign. %59 &
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<
o“AP'r SIDEWINDER - FHISJG ATTACK %&?’

bfo-' 1 Context The Slde“tw‘?lder group (also known as Rgﬁlesnake Hardcore Nahonahségﬂblz) and
|
. T-APT-04) is OPBfaﬂngfﬁnce 2012. The group is enga@bd in Cyber Espionage’ againafmembers of

:’ South Asian states¥institutions. \Q@
| ;
: 2. ' Targets ‘fhe APT Sidewinder pr;manl}giargets Government & Mllltﬂr{i@ setups of countries
| including Pgkistan to steal confd/ senmtlb@mfo ":%@
3. Mbdus Operandi - Phishing Ajtef:?ks Q'o'\' o
2;96 a. In this particular campalgn TA attempts to stea[,gb@lctrm’s credentials emallggf
.- q’o‘b launching of furtla}a’r phishing attks. bf" q,e"
i';:,,’a‘ b. Cyber Threat,bﬁ.é‘t'or (TA) sends deceptive emé‘]s or links/ files/ media thaé @’iapear to
1 orlgmategfgs‘s’m trusted sources (Govt ofﬁg%s banks, online services etckb"o
5 o Emal{gbﬁ’nks contain official messagﬁ.f orders or some appealing content such as
s%muohty alert instrs, acct suspens!gaf warnings or password resetomquests urging the
c?eceiver for an immediate a:gi?:m 'a-q’
4. gc?bntlal Conseguences. Fo!logffhg are the possible consqum?tces if the attack remains ﬂ;
; succag’sful (b c,‘:’
5 v 0%
{ b a.  Credentials Comprgiise. ) o0
'-Eiﬂ-'a'q. b.  System compramrfzse for expanding malicious |Eg%ss J&f-f'
; c. lnstallataoncp‘ malware, | co : (O(Ob-
Qo
5, Suggested Mfasures - Users & Administrat Qr’s
a. r_rgﬁ}umcation Vigilance %t;o &
<
(cfp All users and’ admrn:stratom are advised to remain vigilgfit regarding phishing
™
,50) emails; Moreover, M%sz}' admmlstrators advised to ctjhnge all user passwords .
@-00 for mail servers. (060 ogfb
%69 (2) * Verify identltlea thirough independent channﬁ?s if any email or message c@@na
s affiliation wsiﬂ’MoFA 40‘0 ,bo
E}@' " b. Device Secugjl_\[. Update Email, other soclg)ﬂvmedla applications and dev%& operating
1 Act of using di tllods to nfd or sensitive Info fraarindls, mil or govt orgs.
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' _ o) Systems regularly to patch v%?!ﬂarabillties. ,;bb’ -
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i (5_50 (1) Do not click an unknown links & URLs og«;a}?eived through emails, soc(j?‘l,@&
! @’1»0 g communlcagpr? media, CD@""’ : A
R g Dy . V
P (2)  Strong,password policy? & multifactefauthentication be implemegted for all
, . o 0 ©
use%% : Q’b b
.t o s o
* o (3) ,Ei%all spam filter on mail servg@%ettlngs be set o max security level.
! ' ' b ; : ; 1 2
: (4)e"AV & URL/ Link scanners (f¢ integrated with email senfe;{)cfgr scanning of email
i Oj's-(" attachments before receigPby users, ,,)b;&
C'Qrb (6) Personal mobile phoﬁes must not be connected @cgfﬁcial PCs/ Laptops. 0
69@ d. Use Reputable Security Software. Keep your Antivi;ot%band Anti-malware so&war% LL(F—’
z .0
! (bcfb to-date and actively| Scan your system for threats. ej»q O%b
- fa,
®> 6. WayFwd o ¢ N
f a. This adv@%‘\r’y may be disseminated ﬁ;q all ranks of NTC and MSFA through
apprq;ﬁﬂate channel (official carres, @E‘a boards, command briefings).
b. I%ﬁgjem reporting channels for C’ﬂs:%a-rnzal CS teams ex NTC qfo%f'FA and NCERT
,»szert@pkcert.gov.pk) be ad\a&ﬁfsed at all work places to gficourage employees to
: ' iy
: &o, promptly report ény'infectimgl’l incident. Q.Q"v e
! _Qezc'c. All military personis be sensitized to report any abpérmal cyber activity to 101 Cybér.'tp
' O%b' Divon PAMCOM{Eﬁ.ﬂ'l-sSGGE and email cyberhawRk001@proton.me %69
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printing or sharing of wformation with anyone (includin® mentioned firms/ entities, sqgtal media &
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