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Government of pPakistan

Ministry of Science & Techn

NANRRR

F. No. 3(5)/2023-NTISB-EW

University, Islamabad

Rector COMSATS |

Chairman,
_PSF, Islamabad

e

ology

lslamabad, the 2" August, 2023

‘Chairman PCSIR,

|slamabad

Chairman
PCST, Islamabad

Director General_,
PSQCA, Karachi.

Chairman,
PEC, Islamabad

Director General
PNAC, Islamabad

Managing Director,
STEDEC, Lahore.

~ [ Managing Director

NEECA, Islamabad

Director General
PHA, Islamabad

Rector NUST, Director General

Islamabad NIO, Karachi
Rector NUTECH, Chairman CWHR,

Islamabad Karachi

DG PCRET, Director General

Islamabad NIE, Islamabad
Subject:

1. Cyber Security Advisory—Microsoft Patches (1 32x vulnerabilities) (Advisory No. 38)

2. Cyber Security Advisory

— Indian APT Target Pakistan Government (Advisory No. 39)

3. Cyber Security Advisory Apple MacOS Critical Vulnerability Migraine Patches
Available (Advisory No. 40) '

4. Personal Cyber security Guidance for Government Officials (Advisory No. 41)

5. Cyber Security Advisory- Threat Actors Spying on iPhones Through Zero-Click

Spyware (Advisory No. 42)

Dear Sir / Madam,

Please find enclose herewith the subject advisories received from National Telecom and
Information Technology Security Board (NTISB) Cabinet Division, for information and strict

compliance.

Encl: As above.

Copy for informat on to:

ii.  Network Administrator, MoST
iv. APSto JEA, MoST
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(Engr. Asif Akhtar Mughal)
Deputy Electronics Adviser-II
051-9206041




No. 1-52003 (NTISB. 1)

P (I
i} | A )
GOVERMMENT OF PAKISTAN LI R Y3
CABINET SE—.‘L’ZRETARUF fi oo,
! : CABINEY Division! [ | S S
| (NTISR) o
o WA WA |' |

3] mabad,&'he 24 July, 2&[23

. ~ |y dii ’ f |’ . ! i
Subject:- Lyvber Security Advisory -- Wicrosoft atches (132x vuinerabilities) -

. Advisory No. 38 ‘ L ol o R PR

LY ; — s . ' !’ | : ‘ E
- Racently, Microsoft has issued patches (Pr 1 'QL CVEs ;(Qx critical, 122

. ' L ' : fn
Important and 1y medium). It includes Six zero-day briv“qge escalétioni bugs' being

A actively exploited, Iy if L :

] I' : " A '
S . s e ablisad 10 o
Sol%] 2 Administrators and users of Microsoft ptodugts are a"}vised to update
D= - i . . 5 ' . i ’ ' L . A |
i.;"cr\f, ~ their dEV|CeSIapp|ICG_tIOHS to latest patched version frpm | icrosofttj' offi'c!al SL{Jppt;%rt
tﬂm (Www.support.n’sicrosoft.com). 'l, : f [I'
14 : ) |
O 3 g 5 ; , 11 o S
w5 34 Kindly disseminate the above informat|on| all concerned in’ your

organizations, aj| attached/affiliated departments {#hg ensyre iﬁeceSsaqiy
f'{g} ; pr‘otecti\r'e measures, . PN ) - ¥ ;
i R SR
N A S AR
™ | Muhammag L!smar; Tarig) .
« £ . ASsiStANt Segrctary-il (NTISE) |
g LS irh# 051-9204560 '-
NS : t'lf‘; 3 i £
All_Secretaries of Ministries/Divisions of the Federal :Government and Chief
Secretaries of the Provincial Governments R !'-,.-'1'_ i _ Lo

Copy to: - i T ]

;! ‘ Il

1. Secietary to the Prime Minister, Prime Minis er Sgcretariat, slamabad: !

2. Secretary to the President, Aiwan-e-Sadar, | bad " | o

3. Cabinet Secretary, Cabinet Division, Islamab 1 I £ I

g Additional Secretary.Iil, Cabinet Division, Istdmafihd i ! C

5. Director General (Tech), Dte Gen, IS| Islamapa’ ! l:.f’ P

6. Director (IT), Cabinet Division, Islamaba| : B 1 E

’ l - , il

A ~ ' ﬁ | NN
. g \ C\ . .:‘:V'. ¢ : ' ‘ 5
:‘f g . ! o Asl: g g .
ﬁ = 'a\ ' JS (Admin) - !
o~ ) sjorg ||

. ; & CFI\d /

C B g 1 N
A ;

AL ;

speac f: |

Ad(’Ll‘slt‘” :

T

A/‘{ﬂ i i |




_ Li I Y
' il t H 3
" | GOVERNMENT OF PAKISTA % |
o CABINET SEGRETARIAT |1} H I TR g
CABINET DIVISION | [} (NS .
o (NTISB) i 11 I I
_ ‘ AR N v 0 )
) N - | |
No. 1-5/2003 (NTISB-II) Islamabad, the 244 Jul;%, 2023
" (e | 1
Subject:- Cyber Secuntv Advisory - Indian APT Target Pakistan (%“o’vei'giment
- LAd\nsorv No 39) ' e ll ] & !
, N 1N
H i
ConteXt Recently ar: \ndian APT grqbp beenl' potteLi for.! Iik% ly
targetmg Pakistan G (“overnment/Mmtaly Organizations. The tf ’1 ‘

email tilted as "Cyber Security Advisory for Governmerit Efifitie: ’ sory,
& S
distribution of malware th_‘rough phishing emails.

2. Summérv of Attack
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a.  MacOS Ventura I ) 4
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G. MacOS Big Sur I a |
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A document containing Cyber security guigleliné

social-engineering aspects and mitig

a. Persbnal Mobile Phones

galion measures are hs

’

(2)
(3)

(4)
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(9)

(1)

. CrltICdl conversation or meeting isl

- Be Judicious wnile connecting

- exists) to generate random,

- Ensure that device: auto lock policy

. piace (Alternative Digital Device/Clc
. Do not print official documents from

Dont bring smartphone to meet

Disable Bluetooth when not in usg; d
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connect with networks which are sgcu

your control.

Ensure usage of strong passworgd;
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generation.

Avoid software or hardware modifidatiol B
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Instail applications from trusted sot,
Plan a contingency plan in case of

mobile tracking feature “Find My
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J€ Security software that provides layered defense ’wa '
s, /\nti-Plushing, Anti-Malware, Safe Browsing and

Is capabilitios,

listening devices when not in use e.g. smartphone
ones, sofiware vojce assistants, baby monitors, CCTVs,
ameras elg,

ure networks for officjal and personal communications by

ing following:

Ptwork Address T ranslation (NAT) protocol is enabled.
hange the default Service Set Identifier (SSID).
the ISP supports IPv6, ensure the router supports IPv6.

Djsable Universal Plug-n-Play (UPnP).

V)
c

S€ strong nassphrases of 20 characters to secure network
onnecting devicas,

ne Safet

I\J

iljSecurity

void opening attachments or links from unsolicited emails.

O prevent the reuse of any compromised passwords, use

y:
F
N

t

drfferent password for different accounts.

Iways use secure email protocols (Secure IMAP or Secure

OP3). .
ever open emails that make unusual claims “offer too good

,) be true”.

Avoid posting personal information stuch as home address,
phone nuinber, CNIC, place of employment and other
personal infbrmation that can be used to target or harass.
Limit access of your information to "friends only" and
always verify any friend requesls outside of social
networkiing.

Review of security policies and settings available from
your social nelwork providers quarterly or when the eite's

terms of use/policy changes. }
Opt for not exposing personal information to search

engines.
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Subject:-

Cyber Security Adyiy
Zero-Glick Spyware
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spyware; mult iphme polymorphic

considered as part of sophisticatad and

2.

lnternafional View Point.

LAdvisory No. 42)
-Reportedlv, thveat actors are t

and seil-destructive

Operation

been unearthed, however, it was running since 2019. Rus
for facilitating spying activities, though Apple.has denie

inferred that the operation is to spy Russian officials iPhor

3.

Modus Operandi.

Operation Triangulation are as follows:

a.

,the iMessage platform. Malware run

complete control of the victim's device
containing malicious attachmerit.

automatically without any user interactiony

| (1)
(2)
(3)
(4)
(5)
(6)
(7)
8)
)
(10)

As it is a zero-day, the message

businessvideonews.com

During initial phase, victims are infect

Attack begins with iOS devices receiying:e

The malware downloads payloads frorL dc

ex‘filtrates victim's data to under mentis

backuprabbit.com .

cloudsponcer.com
mobilegamerstats.com
snoweeanalylics.com
tagclick-cdn.com
topographyupdates.com
unlimitedteacup.com
virluallaughing.comv

web-trackeis.com

- iong-runningy Mg
exfiltration activity iermed as Operation Triangulation. |
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anstv.net
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| final phase, both the initial iMessage text and malicious

ment are deleted autornatically: to erase traces (crafted
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4. ' Recommendations

ai Al IPhoné users are advised to update to |atest versions (i0S 16.4.1

ve)

1T
;, " b Keegf e}sages off/blocked.
: AVOi%i* toring official data/correspondence in- mobue phone
] : d... Rem§ e A&C servers domains/URLs at Para 3d (serial 1 to 15) be
;‘ E ' ploc f‘ ld at firewall by administrators. _
Zﬁ. i 1 K;llndly disgeminate the above information to all concerned in your
i {1 .
?rgamza'tfons, all Ached/affiliated departments and ensure necessary
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